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Abstract
Wireless sensor networks (WSNs) have found use in many areas ranging

from military to healthcare among other areas of interest. Multiuser broadcast
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securely broadcast their datain a WSN. By its very nature, a WSN is resource con-
strained in nature making security implementation on such a network a major
challenge of concern. In this paper, we present an efficient pairing-free broad-

Co-operative University of Kenya, Karen, L. i . X
Kenya cast authentication (BA) scheme with message recovery based on a lightweight
digital signature protocol for use on WSNs. Our proposed BA scheme is able
Correspondence

Philemon Kasyoka, School of Computing
and Information Technology, Jomo
Kenyatta University of Agriculture and
Technology, Nairobi, Kenya.

Email: pkasyoka@gmail.com

to accelerate message authentication broadcasted over a WSN while providing
user anonymity. Comparing our proposed BA scheme with previous existing and
related BA schemes, we have demonstrated that a reduction in computation,
communication, and energy cost is possible making our scheme efficient for use
on WSNs.
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1 | INTRODUCTION

Wireless sensor networks (WSNs) are increasingly becoming popular due to tremendous advancements in radio commu-
nication technologies and micro-electrical-mechanical systems. A WSN is a type of wireless ad hoc network that deploys a
large number of low-cost tiny sensor nodes distributed over an area of interest and runs autonomously.! The sensor nodes
sense and monitor a physical phenomenon in an environment and report back information to a sink node that serves the
role of a base station. A sensor in a network has the capacity to exchange information with other sensors in a network.
The base station controls and coordinates the activities of the sensor networks, takes decisions, assigns tasks, and has the
capability to query the network for data or any information. The sensors are referred to as nodes and they are resource con-
strained in terms of low computation, low power consumption and storage capacity. There resource constrained nature
poses a challenge in the implementation of traditional security schemes in the WSNs.

Ever more attention is currently being focused on security issues in WSNs as they have found use on many critical
human and environmental applications. WSN's security is also becoming a major challenge because of the openness
nature of its network architecture. Without an effective security mechanism an adversary is able to capture information
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from its nodes and use it for malicious purpose. Cryptography has become one of the most preferred techniques used to
secure data in a WSN environment.

Authentication is a key service in WSNs because wireless sensor nodes are increasingly being deployed in an unat-
tended environment, leaving them open to possible hostile network attack.?> Authentication schemes used in WSNs can
be differentiated according to the purpose they accomplish, that is, authenticating unicast, multicast or broadcast mes-
sages. Secondly, authentication schemes can be categorized according to the cryptographic method they use, which can
either be a symmetric method or an asymmetric in nature.’

A relatively slow signature verification process in broadcast authentication (BA) schemes will lead to high
energy consumption reducing the life span of a sensor node in a WSN. BA is an important feature in WSNs.
Hence, development of more lightweight and efficient BA scheme has become more crucial. There is urgent need
to ensure basic security goals such as confidentiality and integrity among others are achieved in a more effi-
cient manner on resource constraint environments. A security protocol utilizes security mechanisms comprising
of one or more primitives such as a cipher for encryption and a message digest for message authentication and
integrity.*

Authentication schemes based on symmetric cryptography do exist that are efficient in authentication.>® The sender
and its receivers share the same secret key and hence any one of the receivers can impersonate the sender and forge mes-
sages to other receivers. This problem is prevalent in all symmetric cryptographic schemes and to overcome the problem
we need to use public key encryption.”

Traditional public key cryptosystems (PKCs) form the core of security protocols. However, they have been found to
consume a lot of energy due to their complex algorithms that require significant computational power.® This makes tra-
ditional PKCs not suitable for use on WSNs as sensor nodes have limited battery power.® Different PKCs approaches have
been proposed for the sole purpose of securing data. In public-key infrastructure (PKI) users’ public keys are bound with
respective users’ identities by means of public-key certificates issued by a Certificate Authority (CA).!° To preserve the
authenticity of the public key of a corresponding user, the signature of the CA's on the certificate is used. The CA records
the identity of a user together with the user's public key so they can be used later for verification of the user's public key.
The CA also performs certificate management activities such as certificate issuance, certificate renewal, and certificate
revocation.! Certificate management has been shown to lead to extra storage, large computation and communication
costs.2

To overcome the limitations of PKI, the notion of identity-based (ID) cryptography was first proposed in 1984.!3
ID-based cryptography is an approach to public-key cryptography that does not require a user to precompute his public
key or obtain a certificate for the public key as is the case with conventional PKCs. A user's private key can be computed
by a trusted third party referred to as public key generator while the public key can be an arbitrary identifier such as
a telephone number or an e-mail address that can uniquely identify a user. ID-based cryptography is supposed to pro-
vide a more convenient alternative that solves the problem of the conventional public key infrastructure. Some ID-based
signature schemes have been proposed.!%1415

The use of elliptic curves!® in cryptography presents a great advantage in a few unique areas. For instance, compared
to rivest, shamir, and adelman, the inventors of the technique (RSA) cryptosystems elliptic curve-based systems require
less memory and small key size.!” A key size of 1024 bits for both RSA and DSA gives the same level of security as 160
bits in an elliptic curve cryptosystem,'® and this presents us with an opportunity to use elliptic curves for development of
efficient cryptographic schemes for use on resource-constrained devices.

A good example of a digital signature that makes use of elliptic curves is the Elliptic Curve Digital Signature
Algorithm (ECDSA) which is the elliptic curve analogue of the DSA and is also a standardized variant of the orig-
inal El-Gamal signature scheme. ECDSA was proposed in 1992 by Scott Vanstone and serves the same purposes
of key generation, signature generation, and verification.!® The mathematical basis for the security of elliptic curve
cryptosystems is the computational intractability of the elliptic curve discrete logarithm problem.? Given elliptic
curve E defined over Z, and a point Pe€E(Z,) of order p, a point Q€ E(Z,) generated as Q = dP with integer
deg[l, n—1] it is difficult to determine the value of integer d. The procedure of computing ECDSA is discussed
in Reference 21.

The use of ECDSA is not appropriate for achieving mutual authentication between the entities like the base station,
cluster heads, and nodes.?? Speeding up ECDSA signature generation and verification is a problem of considerable impor-
tance. To this end, we propose a new BA scheme for WSN with message recovery that makes use of an efficient signature
scheme based on elliptic curve. Second, we proof the efficiency of our proposed BA scheme against previous related BA
schemes.
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1.1 | Related work

Authentication among sensors in a WSN is key to ensuring secure communication. In a study conducted by
Reference 23, they proposed a mutual authentication scheme for WSN. However, their scheme was based on pairing
cryptography which has been proven in recent studies to be complex for use on resource constrained devices.?* An authen-
tication scheme based on RSA and Diffie-Hellman algorithms was proposed by authors in Reference 25. The scheme was
found to be vulnerable to stolen-verifier, replay, and forgery attacks.?® In Reference 27, a RSA-like public key cryptogra-
phy was employed in the design of a multiuser BA scheme for WSNs. However, Elliptic Curve Cryptosystems (ECC) have
been proved to be more efficient than RSA.?8

The first user authentication protocol based on elliptic curve cryptography for WSNs was proposed by Reference 29,
the scheme was found not to have mutual authentication between the user and the sensor node.*

A hybrid BA scheme based on ECC was proposed by Reference 31. It makes use of bloom filter and Merkel hash
tree. Merkel hash tree limits the total number of users making the scheme not to be scalable. To add a new user, one
will have to remove one user in the setup. In Reference 32 Kheradmand proposed an enhanced energy efficient WSN by
improving the ECDSA, the researcher cited the need to decrease the verification process by exploiting cooperation among
sensor nodes.

A study by Reference 33 proposed an improved elliptic curve digital signature scheme for use on WSNs by optimizing
the signature generation module of ECDSA. However, they were unable to reduce the number of point additions and
point multiplication in the verification algorithm. To overcome the challenges in efficient remote monitoring* proposed
a privacy preservation secure cross-layer protocol design for WBAN using ECDSA. However, ECDSA has been found not
to be suitable for design of authentication protocol. Reference 22 proposed a mutual authentication protocol with the help
of a computationally low signature scheme.

Some of the significant protocols such as SNEP and TESLA3 have been used in WSN as they are able to provide
authentication and some level of security. Since these security protocols use source routing, they are highly vulnerable
to traffic analysis during transmission.3 BA scheme with private key protocols such as pTESLA3? suffers from delay in
message authentication that can lead to DoS attack.’’

Since Boneh and Franklin3® defined the first secure model for ID-based encryption, several BA schemes have been
proposed. In Reference 39 an ID-based BA scheme was proposed using pairing cryptography. To minimize communication
and computational costs in a BA scheme, Shim et al*® proposed the use of a pairing-optimal ID-based signature scheme
with message recovery, where the original message of the signature was not required to be transmitted together with
the signature as the message would be recovered during the verification process. Their scheme was based on pairing
cryptography. The notion of pairing cryptography requires expensive bilinear pairing operations making it inefficient for
use on WSN. The cost of performing the pairing is at least eight times slower than that for a scalar multiplication in elliptic
curves.*

In a study by Reference 41, they proposed a pairing-free ID-based multiuser BA scheme with partial message recovery
for a base station. They also proposed a password-based user symmetric key mechanism to prevent compromise attacks.
Their scheme was found by Reference 42 to be vulnerable to attacks due to the use of signature scheme with partial mes-
sage recovery. To minimize communication and computation cost!® proposed a pairing-free ID-based signature scheme.
They used the scheme as a building block for a design of ID-based multi-user BA scheme. Other ID-based BA schemes
that provide message recovery have been proposed. 04344

In Reference 7 the authors proposed a scheme to allow sensor nodes to authenticate broadcast messages from a base
station using a one-time signature scheme. They mitigate the general drawbacks of one-time signature schemes by using
an extremely large key size and limited authentication to only a few messages. Reference 45 proposed a symmetric BA
scheme for WSNs. Symmetric-based authentication schemes have been proved not to be secure® and for that reason we
will focus our work on asymmetric method of authentication.

1.2 | Motivation and contributions

In the previous section, we have discussed BA schemes having the following weaknesses: (a)They require the public key
infrastructure necessitating the need for use of certificates. (b) They make use of pairing operations. (c) Make use of
private key protocols such as pTESLA that suffer from delay in message authentication. We are motivated to propose a
solution for the design of a BA scheme for WSNs that supports the following contributions:
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1. First, we propose an efficient signature protocol based on elliptic curve cryptography with an efficient signature
verification process.

2. Secondly, we use the proposed signature protocol to design BA scheme with message recovery that does not required
pairing operations and thus, it requires less effort for realization.

3. We propose a BA scheme with an approach that will ensure sensor nodes do not have to execute the entire signature
verification process hence improving on the efficiency of the overall computation and energy cost.

4. Lastly, the computational cost of our scheme is much lower than other existing related schemes and can be
implemented on resource constrained environments such as a WSN.

1.3 | Organization

The rest of this paper is organized as follows. Section 2 presents the preliminaries which include digital signature and ellip-
tic curve cryptography. Section 3 presents related work while the proposed signature protocol is presented in Sections 4.
The proposed BA system is presented in Section 5. Performance comparison of the proposed BA scheme against other
related schemes is presented in Section 6. Finally, Section 7 concludes the paper.

2 | PRELIMINARIES
2.1 | Digital signature

Digital signature schemes have become an important building block of many cryptographic applications and they
are used to achieve integrity, non-repudiation and authentication of data. They are described in terms of a sign-
ing process, verifying process and associated key. The key generation procedures can best be explained as a
tuple of polynomial-time algorithm ¥ = (Gen, Sig, Ver) where a key generation algorithm Gen, on input 1¥,where
k is a security parameter and it gives an output a signing key and a verification key (Skey,Vkey). The sign-
ing algorithm Sig takes as input a message M and a signing key sy and outputs a signaturec. The verifica-
tion algorithm Ver, on input ( o, M, Ver) outputs 1 to accept the signature for the message given or L to reject
the signature.

When a signer wants to communicate a message M with another party who is a receiver, both the sender and receiver
must have followed the signature scheme's setup procedures to generate necessary private and public keys. Every time
sender wants to communicate with receiver, sender must follow the signing procedure to sign M thenconveysthe signed
messageand its signature to the receiver. When the receiver gets Mand signature of M, receiver must apply the set veri-
fication procedure of the digital signature scheme to verify the authenticity of the message M. A digital signature can be
check for authenticity using a public key.

2.2 | Elliptic curve cryptography

Elliptic curves appear in many diverse areas of mathematics, ranging from number theory to cryptography. In cryptogra-
phy, elliptic curves have found use in ECC which is increasingly gaining popularity in public key cryptography since it was
invented by Reference 46. ECC is based on algebraic concepts related with elliptic curves over Galois Fields. These fields
can be binary fields GF(2") or prime fields GF(P). In Elliptic Curve over Fywhere Fpis a prime finite field so that p > 3 is
an odd prime number, let a, b € F, that satisfy 4a* + 27b* #0 mod p then the elliptic curve over F,, consists of the set of
points P = (x,y) for x, y € F, defined by an equation of the form y* =x3 + ax + b (mod p) and an additional point of infinity
denoted as 0.

Cryptographic schemes based on ECC rely on difficulty of solving elliptic curve discrete logarithm. Given integer x
and a point P € F), scalar multiplication is the process of adding P to itself x time to get point Q = xP € F,. Find value x
is the discrete logarithm of point Q to base P denoted as k = logpQ. In elliptic curve points scalar multiplication can be
computed efficiently using the addition rule together with the double-and-add algorithm or one of its variants as explained
in Reference 20.
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The additive elliptic curve group can be defined as G = {(x, y): x,y € Fp} and x, y € E4(a, b) U{o} where o is the infinity
point.*’ The order of the elliptic curve over F,, is given as E(F,) that must satisfy 1 — 24/q < E(F,) < q + 1.

2.21 | Addition formula for curve

Given P = (x1,y1) €Ep and Q = (x2,¥,) € E, then P+ Q = (x3,)3), where x3 = 4% —x; — X2, y3 = A(; —X3) —y; and

o)1 - P
e §_2;f ifP#Q

X a.

> ifP=Q.

In Reference 48 the authors have provided a summary of addition formula for zero j-invariant over F}, and nonzero
J-invariant over F,. The main strength that an elliptic curve system has compared to a system based on the intractability
of integer factorization is that there is no subexponential-time algorithm that can easily be used to discover discrete logs
in these groups.

2.2.2 | Point multiplying

Point multiplication over E(F,) is computed as follows given a constant ¢ as t-fold addition of P, that is,
=P+P+P+P+ - - - +P(t—times).* To recover value ¢ from a given pair (tP, P) is called elliptic curve discrete logarithm
program and it is assumed to be intractable.*!

3 | PROPOSED SIGNATURE PROTOCOL

We propose an ID-based signature protocol consists of four phases: Setup, key generation, signature generation, and
signature verification. The researchers’ goal is to improve computational efficiency in the verification process making the
scheme adaptable for use on resource constrained environments such as WSNs.

31 | Setup

Given security parameter y, an elliptic curve E(F}) is selected which is defined over finite field F, where p represents
number of points on the elliptic curve. G is a cyclic group of E(F,) generated by point P € G, with prime order q. Pick a
random msk € Zy and compute Ppy, = msp - P. Select a cryptographic hash functions H; : {0,1 )2 = Zy and H; : {0,1}? x
G- ZZ that are collision resistant. System parameters are set as param < Fg, E, p, G, Q, Ppu, H1, H>> and the master
secret key is msk.

3.2 | Keygeneration
The key generation process will proceed as follows:
Select a random integer d €xZ;, given a user identity ID compute v = msk + H;(ID;,d), Compute Q = vP and
z=v"! mod q. Where Q is a signer’s public key and full private key is set as SK = (d, z).
3.3 | Signature generation

Select integer keg Z;;Compute F = k- P; If F,, = 0 then go to start else, compute e = m @ d || F, where F, denotes the
x-coordinate of point F = (x, y); ¢ = H(e,ID, Ppyp); s = z-(c-k) mod q then sends signature as ¢ = <F, 5, e, c>.
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The message m is not send together with the signature as the proposed signature scheme has a property of message
recovery.

3.4 | Signature verification

Upon receiving 0 = <F, s, e, ¢>, the verification process proceeds as follows:
Check ifequation ¢ = Hy(e, ID, Ppyp) holds, if it does not hold drop the message else computew=s - e'modg; X=w-Q.
If X = F then accept the signature and recover the message by computing m’ = e @ d || F, else reject the signature.
Correctness The correctness of our scheme is as follows:

X =w.Q,
=s5-¢'Q,
=z(c-k)e'Q,
=z-k-Q
=d‘1-k-Q
=d' k-dP

=k-P=F

3.5 | Security considerations

o Parameter manipulation: If it is possible to generate H(m)= H(m') mod q for a given pair of messages m and m’ then it
can also be assumed that any signature for m'’ is also a valid signature for m’. This can be checked by g = H(m) — H(m’).
This parameter manipulation will not hold in our proposed scheme our value for c is computed as ¢ < H(e, ID, Pyup)
where each signer uses a unique ID and a unique e computed as e = m @ d; || F, making collision search in the hash
function difficult.

« Message forgery: An attacker cannot forge a message for our scheme. If an attacker alters the value of m to m’ this
change will alter the value of (¢/, ¢/, s'). The attacker cannot find the value of ¢’ such that (¢ +z(c- k)c™!)- Q =k - Psuch
that the two sides of the equation are equal as the two values z and k are secret. Given the fact value k and z are not
know to an attacker and the generator point P is never shared publicly as part of elliptic curve parameters it is not
possible to forge a message.

« Domain parameter shifting attack: In Reference 50 the researcher shows how an adversary can perform a domain
parameter shifting attack on ECDSA where the adversary intercepts the domain parameters ams = (g, representation,
a, b, n, P, seed). Give that Q is a public key, the adversary picks a random d’ and constructs new set of params’ in
which P s replaced by P’ = (d ~! mod q)Q. The params’ is send to the verifier and the adversary forges signatures using
signature algorithm where d is replaced by d’. To thwart this attack P must be protected by some means. This attack
will not be possible in our scheme as the parameters shared with the verifier do not include point P.

4 | PROPOSED BASCHEME

Our proposed scheme is made up of four parts: (a) Initialization, where sensor nodes are initialized by the base station;
(b) Sensor addition, in which the base station generates a public/private key pair for the new node joining the sensor
network; (c) BA protocol, in which a sensor signs a message and broadcasts it to the neighboring sensors and eventually
the message relied to the base station as depicted in Figure 1. (d) Sensor revocation, which maintains a list of all the
compromised sensors. Table 1 describes the notations used in our proposed scheme.
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FIGURE 1 Broadcast

authentication process Sender

k € Z,;;F = kP;
e=m@®d; | E
¢ = H,(e, WSp, BSpy, vt)

s=z-(c k)modq

F,s,c,e, WS;p, tt;

Sensor; Base Station

check tt;, WS;p

If ¢ = Hy(e,WSp, BSy, vt)
forward

else drop message

TABLE 1 Listof i
ist of notations Notation

WS, BS
H()

WSp

Qi

BSp, msk
SK = (d;, z:)
vt

m,c

@

4.1 | Initialization

F,s,c,e,WSp, tt;

check W S,p, tt;
If ¢ = Hy(e,WSp, BSpy, vt)
w =se 'mod q; X =wQ
If X=F
m=e®d; | F,
else drop message
else drop message

Description

Wireless sensor and base station/sink, respectively
One-way function

Wireless sensor device identity Hash(ID)

Wireless sensor public key

Base station's public key and secret key, respectively
Wireless sensor private key

Verification token

message and ciphertext, respectively

Exclusive XOR operation

The BS acting as a key generator center selects an elliptic curve E over finite field F; and P € G of prime order g. BS
defines a secure cryptographic hash functions H; : {0,1}* XGX G — Zj;, H,:{0,1}*> > Z;, H; : {0,1}>’XG — Z;‘ and
Hy @ {0,1} — Z; then selects secret key mskeg Z7 as its master secret key. The BS proceeds to compute its own master
public key as BSpx = msk - P, and sets another secret value z; = msk™ mod gq.

4.2 | Key generation

In this phase, the base station will generate the private and public keys for each sensor node. Given identity WSp, =
H,(ID) for a sensor node, the BS begins by selecting a random value d; g Z, proceed to compute v; = msk + H(WSyp,, d;)
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then sets public key for a sensor as Q; = v;P. A random value vt €g Zyis selected and set as a common verification token
for all sensor nodes in the network which can be changed regularly by the BS. The private key for a sensor node will be
set as SK = (d;, z;, vt) where z; = v~ mod g and vt is a common verification token. To reduce on communication overhead,
all the sensor nodes before deployment to the WSN are preconfigured with sensors’ information such as Sy z;, d;, a list of
public keys and identities of sensor nodes already registered in the network and the elliptic curve parameters. To ensure
each sensor node device is protected from physical device capture, a user is allowed to select a secret password PW then
use his/her PW to computes d' = H,(PW)~!d, z' = Hy(PW) 'z and vt' = H4(PW)vt. Following the approach proposed
in Reference 41, if a user wants his/her private key, the user will first have to enter a valid password PW to recover (d, z,
vt) from the stored (d’, 2, vt").

43 | Message BA

To send an authenticated message to sink in a WSN, a sensor with identity WS, will proceed as follows:
Choose a random value key Z and compute F =k - P;

If F, =0 goto step 1;

Compute e = m; @ d; || Fx where m; is the message;
Compute ¢ = Hy(e, WSip,, BS ., v1) and output 6; = <F, s, e, c> as the signature.

L

The sender will broadcast message <o;, WSip, ;> to the next hop where s is generated using the sign-
ing algorithm of our proposed protocol and f; is the current timestamp of the sensor node signing the mes-
sage. Our proposed scheme has the property of message recovery whereby message m; signed does not need
to be forwarded together with the signature. It can be recovery in the verification process of our proposed BA
scheme. Message recovery approach will help minimize communication overhead by reducing on size of message
transmitted.”

The signing of each message will occur only once when a sensor node is signing its own messages before transmitting
to the BS. The neighboring sensor node will verify the transmitted message using the verification algorithm of our signing
protocol and will forward to the next neighboring sensor. This implies that the verification process will occurs several
times on the same message as the message is propagated along the WSN, until it reaches the BS. By reducing the cost of
operations in the signature verification phase of our proposed signature protocol, the computational cost of each sensor
node during the verification process will be reduced. As a result of the reduction of computational cost the, the overall
energy consumption of the WSN is significantly reduced.

44 | Sensor message authentication

The authentication process for each sensor node before the message reaches the BS is conducted as follows: When the
neighboring sensor node receives <o;, WSip, tt;> it checks if #; and WSp are valid else drops. It will check if equation
¢ = Hj(e, WSip;, BSpk, vi) holds, if it does not hold it will drop the message else it will forward massage <o;, WSip, tf;>
to the sensor node in the next hop. The same verification process will continue until the message reaches the BS. In
resource constrained environments such as WSNs, speeding up the signature verification process is a problem of consid-
erable practical importance.’' The process of validating c is ciphertext authenticity. It helps reduce computational cost of
intermediate sensor nodes by ensuring that they do not have to run the entire signature verification process as prescribed
in our proposed signature protocol.

4.5 | Base station message authentication
When BS receives <o, WSyp, tt;> it checks for validity of the data as follows:

1. BS checks if tt; is fresh as per set time delay threshold else it discards the data.
2. Checks if WSyp is valid else drop data.
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3. Run the signature verification algorithm on the message received. If the signature verification process is successful it
recovers the message m; asm;’ =e@® d; || Fy.

4.6 | Revocation

All the communicating sensor nodes whose message fails verification process are reported to the BS by the verifying sen-
sor where further investigations can be conducted. If the sensor node is found to have been compromised by an adversary
it will be added to the revocation list. The BS will generate a signature on message m = (WSyp_||Rev), where Rev is a
revocation message and WSyp, is the identity of the compromised sensor node. It will selecting a random value k€g Z;
and compute F = k- P then encrypts message m as e = m @ vt||Fy, ¢ = H3(e, vt, BSp) and set the signature as o; = <F,
s, e, ¢>. The base station will broadcast message Mgey = < oy, tt;> to all sensor nodes in the network, where s is a sig-
nature generated using the signing algorithm of our signature protocol and t¢; is the current timestamp of the BS. When
a sensor receives the message Mg,y it runs the process outlined in the proposed verification algorithm to validate the
message. If the verification process is successful, the sensor node recovers m’ = (WSp_||Rev) and adds WSyp_ to its local
revocation list. If the sensor receives a message from a node whose identity is in revocation list it will immediately drop
the message.

5 | SECURITY ANALYSIS

Our proposed authentication protocol is secure against, the authenticity threats, message integrity threats and replay
attacks.

« Our authentication scheme provides data confidentiality. The messages sent from the WS; to the the BS are encrypted
into ciphertext ¢ and signed any adversary trying to intercept the message will not be able to read its content. Our
scheme provides message recovery and no plaintext message is transmitted to the BS. Only the BS can decrypt the
message after proofing its authenticity.

 Our scheme provides security against authenticity threats. The messages sent from the sensor nodes to the BS are signed
using the private key of the sensor nodes. Any change in the message will change value s, e and c. Since, the approach
used for signing is s = z- (¢ - k) the adversary will need to provide a value ¢’ such that ¢’ = (s. z)/k. The values z and k
are private and k is a nonce that changes with every new message.

« Message integrity. If an active adversary makes changes to the massage m;, the message will be rejected at the ciphertext
authentication stage since ¢ = ¢/ = Hy(e/, WSyp,, BS 5, vt) will not hold.

« Compromise attack. To resist the compromise attack proactively, a user protects its private key pair with a secret pass-
word PW. If an adversary could capture a sensor node, it can only get encrypted user private keys (d’,z’,vt’). The
adversary cannot recover (d, z, vt) since he/she has no access to user's password PW.

« Secure against replay attack. Assuming that our protocol has a time synchronization mechanism agreed between sensor
nodes WS; and BS to enable checking for data freshness. If an adversary was to intercept message and replay it at
time ¢y, assuming that the valid time delay is given as AT.The WS; and BS will receive this message and check if
tty —tt; > AT is within the allowed propagation delay time, if it is not the message is assumed to be a replay attack
and dropped.

« Denial-of-service attack. A sensor node will only receive messages from preauthorized sensor node based on their
Sip. Any sensor node that fails the verification process, its broadcast message will immediately be dropped and
reported to the BS. Each sensor is only allowed to authenticate a broadcast message from one node at a time. If a
sensor node fails to validate the received broadcast message to a predetermined threshold in a row, it will report
the occurrence to the Base station. The BS will take the initiative of limiting its access to the WSN as it investigates
the incident.

« User anonymity. An adversary will not be able to know the identity of the user since the sensor sends WSip = H4(ID),
which is not the actual identity of the user/sensor. The message is encrypted as e = m; @ d; || F reducing the chances
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TABLE 2 Unitconversion of various operations based on

Notations Description o
modular multiplication

Ty Modular multiplication

Tpa Elliptic curve point addition Tps = 0.12T',

Tsm Scalar multiplication Ty = 29Ty,

Tinv Modular inverse operation Ty = 11.6Ty,

Ty One-way hash function, Negligible

T ada Modular add operation, Negligible

TABLE 3 Time complexity of schemes measure in unit of T,

Schemes Signature gen Time complexity Signature verification Time complexity
Cao*! Tov+ Tar+ Tagq + Ty 30Ty + Taga + Ty 3Tsm +2Tpp + 2Ty 87.24T\ + 2Ty
Bashirpour>? 2Ty + 2T+ Tpga + Ty 60Ty + Taga + Ty 2T sy + Tpa + 2Ty 58.12Ty + Ty
Our scheme Tsm+ 2Ty + Ty 31Ty + Ty Tsm+Ty+Ty+ Ty 30.73Ty + Ty
Schemes Time complexity TABLE 4 Broadcast authentication time complexity
Cao*! T, = 30Ty, + (1000 * 87.24T),) = 87270T
Bashirpour,? T, = 60Ty, + (1000 * 58.12T,) = 58180T,
Our scheme Ty = 31Ty + (1000 *30.73Ty;) = 30761T ),

of knowing any information that may lead to the identity of the person associated with the sensor hence preserving
user's privacy.

« Mutual authenticity. All entities are mutually authenticated with each other. When a sensor B receives message
{F,s,e,c, WSpp,, tt;} from sensor A it has to validate that the message actually generated by sensor A and vise versa.
Hence mutual authentication is achieved.

« Man-in-the-middle attack. If an adversary intercepts a message transmitted between nodes the adversary will not be able
to masquerade as BS or WS;. From the above discussion we know that our protocol can provide mutual authentication
and is secure against reply attack hence, man-in-the-middle attack can be thwarted.

6 | PERFORMANCE COMPARISON
6.1 | Computational analysis

We evaluate the computational analysis of our scheme against other related schemes by References 41, 52. For con-
venience we evaluate the computational cost based on time complexity of ECC operations with regard to modular
multiplication as summarized by Reference 52 in Table 2.

If T denotes the number of executions for signing and T, denotes the number of signature verification in a WSN and
T, denotes the time complexity of BA. Now given a WSN has 1000 sensor nodes then T, = 1000 and Ts = 1. The time
complexity T, is computed as shown in Table 4 where our scheme is more efficient compared to the other two schemes
by References 41, 52. As observed in Table 3, the scheme by Reference 41 is more efficient in the signature generation
than our proposed scheme and scheme proposed in Reference 52. However, our scheme is more efficient in the signature
verification than the schemes by References 41, 52 as shown in Table 3. We place more emphasis on computation cost in
the verification process during the BA process since the nodes are resource constrained. The overall complexity as shown
in Table 4 computed using unit conversions in Table 2. Our authentication scheme is more efficient in computation than
all the other two schemes shown in the Table 3.
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6.2 | Communication efficiency analysis

In our communication analysis, we compare our scheme with the schemes by References 41, 52 which are pairing-free
scheme based on ECC and we adopt the approach used in Reference 10. We consider a MICAz mote>® which has a clock
speed of 8 MHz with a 8-bit processor ATmegal128L and a data rate is 12.4 kbps. The operating system used is TinyOS and
the power level of the MICAz sensor is 3.0 V where the current draw in active mode is 8.0 mA, receiving current draw is
10 mA and the transmitting current draw is 27 mA.#->*

To achieve 80 bits security level on ECC we consider G as additive cyclic group generated by point P = (x, y) on a
nonsingular elliptic curve E:y? = x* + ax+ b mod p with order q. The size of elements in Z; is 160 bits and a, b, p are
prime numbers of 160 bits. Therefore, the elements in G is 160x2 = 320 bits.The timestamp I¢t| and identity |IDI are set
each at 32 bits. Additionally, the length of message is IM| = 160 bits.

The message transmitted by the scheme by Reference 41 is <M, tt, ID, sig{M, tt,ID}>, where sig{M, tt,ID}
is user generated signature on M, tt, ID giving an output of ¢ = <R, ¥, z;>. The total length of trans-
mitted message is IMI|+ et +1IDI+IRI+ Iyl +1zl = 160+32+324+320+160+160 = 864 bits. While the BA
scheme proposed by Reference 52 will send message <M, tt, sig{M,tt,ID}, Q>, where sig{M,tt,ID} is gener-
ated in the signature generation phase on M, tt, ID giving an output of ¢ = <s, F, X>. The total length
of transmitted message is IM|+Ittl +Isl +|FI+1X| = 160+ 32+ 160+ 320+320+320 = 1312 bits. The message
broadcasted by our proposed scheme is <sig{F, s, e, c}[D, tt> where the complete message transmitted is
IFl + Isl + lel + Icl + [ID| + l¢tl = 320+ 160 + 160 + 160 + 32 + 32 = 864 bits. It is clear that our scheme is 66% more efficient
in terms of communication compared to the scheme by Reference 52 while compared to the scheme by Reference 41 our
scheme has the same communication cost.

6.3 | Energy consumption analysis

In the evaluation of the energy consumption of our scheme against other related schemes by References 41, 52 we will
only consider scalar multiplication of the elliptic curve cryptography. We will ignore other ECC operations as they are
negligible.!? The impact of communication cost on energy consumption for received and transmitted a message of n bytes
are W, = VxI, xnx8/rand W, = V xI; xnx8/r, respectively. The voltage is denoted as V while I, denotes the cur-
rent draw for receiving, I; is the current draw for transmitting and r denotes the data rate. When a simple flooding
method is used, a sensor node wishing to broadcast a message in the WSN will only transmit once and will receive mes-
sage N times, where N represents neighboring sensor nodes. Following the approach adopted by Reference 10, we use
assume a message will be 80 bits. The energy consumption for sensor transmitting a message M using scheme by**>? is
W, =3.0x27x864/12400 = 5.64 mJ and W, = 3.0 X 27 x 1312/12 400 = 8.57 mJ respectively, while our proposed scheme
will consume W; = 3.0 x 27 x 864/12 400 = 5.64 mJ. The energy consumption for receiving a message M using scheme
by References 41, 52 is W, = 3.0 X 10 X 864/12 400 = 2.09 mJ and W, = 3.0 x 10 X 1312/12 400 = 3.17 mJ, respectively,
while our proposed scheme will consume W, = 3.0 X 10 X 864/12 400 = 2.09 mJ. When broadcasting a message to the
entire WSN, a sensor node will transmit once and can receive N number of times. This will lead to a communication
energy cost of (5.64 + 2.09N)mJ for the scheme by Reference 41 while the overall consumption for the scheme by*? is
(8.57 + 3.17N)mJ and our proposed scheme will have an overall energy consumption of (5.64 + 2.09N)mJ similar to that
of Reference 41. The energy consumption for running a scalar multiplication operation over a sect163k1 Koblitz curve
on a MICAz mote is 7.9 mJ.!° The computation energy cost of our scheme against the schemes by References 41, 52 is
shown in Table 5. The scheme by Reference 41 and our proposed scheme are more 50% efficient compared to the scheme
by Reference 52. Our proposed scheme requires sensor to perform ciphertext authentication without the need to run the
entire verification process and this makes our scheme more efficient than the schemes by References 41, 52. The sensor
verification process of the scheme by Reference 52 is 66% more efficient in computation energy compared to the scheme
by Reference 41. The verification process of our scheme is 53% more efficient in computational energy cost at the Base
Station compare to the scheme by Bashirpour>? and 33% more efficient compared to the scheme by Reference 41.

7 | CONCLUSION

In this paper the researchers have proposed an efficient BA scheme that makes use of a lightweight signature protocol
based on ECDLP that can be applied on sensor networks. Our proposed scheme has message recovery and ciphertext
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TABLE 5 Computational energy cost

Schemes User Sensor Base station (Sink)

Cao*! Tsm+ Ty 1X7.9=7.9m] 3Tsm +2Ty 3%7.9=23.7m] 3Tsm +2Ty 3%x7.9=23.7m]
Bashirpour®> 2Ty + Tr 2% 7.9 = 15.8 mJ 2Tsm +2Ty 2X%7.9 =158 mJ] 2Ty + 2Ty 2% 7.9 =158 mJ
Our scheme Tsm+ Ty 1x79=79ml] Ty - Tsm+ Ty 1xX79=79ml

authenticity that negates the need for sensor nodes to run the entire signature verification process. We have evaluated
our proposed authentication scheme against other related BA schemes and we have shown that our proposed BA scheme
more efficient in computational overhead than the rest of other related schemes. Our proposed BA scheme is more suitable
for use on WSNs than the other related schemes in the literature. The future work will focus on advancing the scheme to
certificateless public key cryptography.
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