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Abstract

Signcryption is a very useful cryptographic primitive that aims to achieve authentication and confidentiality in an efficient manner. We
cryptanalyze the signcryption scheme of Wei and Ma (2019) which is claimed to be secure. Further, we propose a corresponding modification
to show how their signcryption scheme can be made more secure in our proposed signcryption scheme. The security analysis is also applicable
to other signcryption schemes with similar design.
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1. Introduction

A conventional signcryption provides an efficient way to
erform signing and encryption in a single logical process
aking it more efficient than signing a message then later en-

rypting the same message. Signcryption can come in different
orms, that is, public key infrastructure (PKISC) signcryption,
dentity-based signcryption (IBSC) or certificateless signcryp-
ion (CLSC) [1]. The PKI makes use of a certificate authority
ho is in charge of generating a certificate that binds to the
ser’s public key. Certificate Authority also maintains a certifi-
ate revocation list that issues expired or revoked certificates.
ue to numerous tasks resource demanding tasks performed
y the PKI, it makes PKISC, not suitable for use on resource
onstrained environments. To eliminate the certificates prob-
em, IBSC notion was proposed [2,3]. The idea is that, the
ser’s public key can be derived from arbitrary strings such as
telephone number or email address and the private keys are

enerated by a trusted third party called private key generator
PKG). The PKG makes use of a master secret key that is
elated to the system parameters. [4] noted that, the IBSC suf-
ers from the weakness of key escrow problem where the PKG
nows all the users’ private keys. To overcome this weakness,
he notion of CLSC scheme was proposed by [5]. In the CLSC,
he user’s full private key is composed of two parts: one comes
rom the third trust party referred to as key generation center
KGC) and another part of the key is generated by the user.

.1. Attack model

The scheme by [6] follows a model described in [7]. We
ook at security from the perspective of two types of adver-
aries. One the Type-I adversary without possession of KGC’s
ecret key but can replace user’s public keys and is usually
enoted as AI . The other adversary is Type II adversary, the
dversary represents an insider adversary who is a malicious
GC that has access to the master secret key and is usually
enoted as AI I under unforgeability [4]. In this paper, we
eview a certificateless hybrid signcryption scheme proposed
y [6] and show how the scheme is existentially forgeable
gainst both Type-I and Type-II adversaries.

. Wei and Ma signcryption scheme

The Wei and Ma [6] (hereafter called WM) signcryption
cheme is comped of six probabilistic polynomial-time algo-
ithms: setup, set secret value, extract partial private key, set
rivate key, signcrypt, and de-signcrypt

.1. Setup

The algorithm takes parameter λ as input and returns
ystem parameters params and master key msk. The al-
gorithm is run by the KGC. The setup is performed as
follows:

Choose λ -bit prime p and return tuple {p, Fp, G p, P},
where G p is an additive cyclic group consisting point on ellip-
tic curve over Fp and P as the generator of G p. Choose master
key x ∈ Z∗

p and set master public key as Ppub = x P , then
choose cryptographic hash functions: H0 {0, 1}

∗ XG p → Z∗
p,

H1 : G p XG p → {0, 1}
n , H2 : G p X {0, 1}

∗ X {0, 1}
∗ XG p →

Z∗
p and H3 : G p X {0, 1}

∗ X {0, 1}
∗ XG p → Z∗

p. KGC will
publish system params = {Fp, G p, P, Ppub, H0, H1, H2, H3}

2.2. Set secret value

The algorithm is run by useri with identity I Di , useri

randomly selects value x I Di ∈ Z∗
p and computes public key

s PI Di = x I Di P .

2.3. Extract partial private key

KGC computes dI Di = x H0 (I Di , PI Di ) mod p as the par-
tial private key and forwards dI Di to user through a secure
channel. When user receives dI Di , useri can verify dI Di by
checking if dI Di P = x H0 (I Di , PI Di ) Ppub holds.

2.4. Set private key

The full private key is set as skI D = (dI Di , x I Di ).

2.5. Signcrypt

A useri with identity I Ds and τ as timestamp, will execute
the algorithm as follows:

Choose a random l I D ∈ Z∗

P ; SI D = l I D P; H = H2 (SI Ds,

τ, I Dr , PI Ds) ; H ′
= H3 (SI D, τ, I Dr , PI Dr ) ; WI Ds = dI Di +

I Ds ·H+x I Ds ·H ′mod p; TI DS = l I Ds ·H0 (I Dr , PI Dr ) Ppub; K
= H1 (TI DS, l I Ds · PI Dr ) and outputs ϕ I Ds = (sI Ds, WI Ds)

and K

2.6. De-signcrypt

Given ϕ I Ds , K , signer identity I Ds and public key PI Ds .
The decryption process proceeds as follows: H = H2 (SI Ds,

τ, I Dr , PI Ds) , H ′
= H3 (SI Ds, τ, I Dr , PI Dr )

If WI Ds P = H0 (I Ds, PI Ds) Ppub + H · SI Ds + H ′ PI Ds

then the signature is valid, the receiver recover I Dr is used
to compute TI DS = dI Dr · SI Ds

3. Security analysis

3.1. Unforgeability

WM [6] have claimed their scheme is existentially unforge-

able against both Type-I and Type-II attacks with proof similar
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o Bartino [7]. We show that their scheme is insecure against
oth Type-I and Type-II attacks. In EUF-CMA-I and EUF-
MA-II games, AI and AI I forgers have access to full private
ey of the receiver, AI is not allowed to query partial private
ey of the sender and AI I is not allowed to replace public key
r extract the user private key.

ype-I attack: The adversary interacts with challenger C in
he training phase similar to WM [6]. AI cannot query the
rivate key for sender. However, AI has access to receiver’s
ull private key. Adversary AI makes signcryption queries with

I Ds, I Dr and arbitrary value τ . C responds to AI with ϕI Ds =

(SI D, WI Ds) and symmetric key K ∗
= H1 (TI DS, x I Dr · SI D).

Adversary obtains a forged ϕ∗

I Ds
= (SI D, WI Ds) during the

training phase for the same arbitrary value τ by performing
the following steps. AI selects x∗

A, d∗

A ∈R Z∗

P and replaces
sender public key PI Ds with P∗

I DA
= x∗

A P . The adversary
will proceed to compute the master public key computed
as P∗

pub = H−1
0 (d∗

A P) such that d∗

A P = H0(I Ds, P∗

I DA
)

holds. AI selects l I D ∈R Z∗

P and proceeds by computing
SI D = l I D P; H = H2

(
SI D, τ, I Ds, P∗

I DA

)
; H ′

= H3 (SI D,

τ, I Dr , PI Dr ) ; WI Ds = d∗

A + l I D · H + x∗

A · H ′mod p;

TI DS = dI Dr · SI D . Finally, it will output signature ϕ∗

I Ds
=

SI D, WI Ds) and symmetric key K ∗
= H1 (TI DS, l I Ds · PI Dr ).

he signature will pass verification because WI Ds P = H0(
I Ds, P∗

I DA

)
P∗

pub + H · SI D + H ′
· P∗

I DA
will hold. It is

also noted that WM [6] scheme has a security flaw that can
allow an adversary to access to KGC’s master secret key
x by computing x ′

= dI Di H0 (I Di , PI Di )
−1. This makes it

possible to compute partial private key for a given user as
d∗

i = x ′ H0 (I Di , PI Di ) mod p. The partial private key can be
verified by checking if equation d∗

i P = H0 (I Di , PI Di ) Ppub
holds.

Type-II attack: The adversary interacts with challenger C
in the training phase similar to WM [6]. AI I cannot query
private key for sender. However, AI I has access to receiver’s
full private key. Adversary AI I makes signcryption queries
with I Ds, I Dr and arbitrary value τ . C responds to AI I
with ϕ∗

I Ds = (SI D, WI Ds) and symmetric key K ∗. Now AI I
has forged signature ϕ∗

I Ds for arbitrary value τ obtained as
follows.AI I computes a new key K ∗

= H1 (TI DS, x I Dr · SI D)

where TI DS = dI Dr · SI D . Therefore, ϕ∗

I Ds = (SI D, WI Ds)
is a valid signature of key K ∗ from sender I Ds and receiver
I Dr . Computation of H = H2 (SI D, τ, I Ds, PI Ds) will yield
the same value for signature ϕ∗

I Ds or ϕI Ds . The validity check
WI Ds P = H0 (I Ds, PI Ds) Ppub + H · SI D + H ′

· PI Ds will hold.

4. Proposed modification signcryption scheme

In this section we are proposing a secure and efficient
scheme which is a modification of the signcryption scheme
by WM [6].

4.1. Setup

Our setup is similar to WM [6] except for a change in cryp-
tographic H {0, 1}

∗ XG XG → Z∗
; H : G XG XG →
0 p p p 1 p p p
0, 1}
n , H2 : G p XG p X {0, 1}

∗ X {0, 1}
∗ XG p → Z∗

p and H3 :

G p XG p X {0, 1}
∗ X {0, 1}

∗ XG p → Z∗
p. KGC will publish the

ystem params = {Fp, G p, P, Ppub, H0, H1, H2, H3}

.2. Set secret value

The algorithm is run by useri with identity I Di , useri

andomly selects value x I Di ∈ Z∗
p and computes public key

PI Di = x I Di P .

.3. Extract partial private key

KGC will randomly select value r I Di ∈ Z∗
p and set

RI Di = r I Di P then compute partial private key as dI Di =

I Di + x · h0 mod p where h0 is H0 (I Di , RI Di , PI Di ) as the
artial private key. KGC computes value Q I Di = RI Di +

H0 (I Di , RI Di , PI Di ) Ppub and forwards (dI Di , Q I Di , RI Di ) to
ser through a secure channel. When user receives dI Di ,
seri can verify dI Di by checking if dI Di P = RI Di +

H0 (I Di , RI Di , PI Di ) Ppub holds.

.4. Set private key

The full private key is set as skI D = (dI Di , x I Di ).

.5. Signcrypt

A useri with identity I Ds and τ as timestamp, will execute
he algorithm as follows:

Choose a random l I D ∈ Z∗

P ; SI D = l I D P; TI DS =

I Ds · Q I Dr ; H = H2 (SI D, TI DS, τ, I Dr , PI Ds) ; H ′
= H3

SI D, TI DS, τ, I Dr , PI Dr ) ; WI Ds = dI Ds + l I Ds · H + x I Ds;

H ′mod p; K = H1 (TI DS, SI D, Q I Dr , I Dr ) Output ϕ I Ds =

SI Ds, WI Ds) and K

.6. De-signcrypt

Given ϕ I Ds , K , signer identity I Ds and public key
Q I Ds, PI Ds). The decryption process proceeds as follows:

TI DS = dI Dr · SI Ds ; H = H2 (SI D, TI DS, τ, I Dr , PI Ds) , H ′
=

H3 (SI D, TI DS, τ, I Dr , PI Dr ) If WI Ds P = Q I Ds + H · SI Ds +

H ′
· PI Ds then the signature is valid, the receiver computes

K = H1(dI Dr · SI Ds, Q I Dr , I Dr )

orrectness
The correctness of our scheme is as follows: TI Dr =

I D Q I Dr = l I D(RI Dr + h0 Ppub) while TI Dr can also be
omputed as TI Dr = dI Dr SI Ds = l I D P (rr + xh0) = l I D

RI Dr + h0 Ppub
)
.

. Security analysis of the proposed scheme

The security of our improved scheme is based on Elliptic
urve Discrete Logarithm (ECDL) problem. We provide a

ormal security proof that our proposed signcryption scheme
s UF-CMA secure against Type-I and Type-II attacker in the
andom oracle model under ECDL assumption.
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.1. Proof of unforgeability

heorem 2. Our scheme is EUF-CMA secure in the random
racle model under ECDLP assumption

roof. We provide the proof for this theorem in Lemmas 1
nd 2.

emma 1. Our scheme is EUF-CMA secure under DLP
ssumption in random oracle model. If there exists adversary

AI with a non-negligible advantage ε that can compromise au-
thenticity property of our scheme, then there exists algorithm
C that can solve the DLP problem with advantage

Pr [C] ≥ ε
1

q H0

(
1 −

qs(q H2 + q H3)
2k

)
.

ere, q H0, q H2 and q H3 are the maximum number of queries
o H0, H2 and H3 queries respectively, while qs and qu rep-
esent signcryption and unsigncrypt queries respectively.

nitial After running Setup(1k), the challenger C gives the
ystem params to adversary AI . Value b ∈R Z∗

q will be used
o simulate the partial private key of the sender, therefore
hallenger C must solve P = d P for (Q A = d P) which is an
nstance of DL problem. C maintains lists L i (i = 0, 1, 2, 3)
or random oracles H0, H1, H2 and H3. A list L K can be used
o store private and public keys.

raining phase. In this phase hash queries are similar to
heorem 1 in [8] except for H1 query where C checks whether
uple (TI DS, SI D, Q I Dr , I Dr , K ) exists in L1. If it exists, C
eturns K to AI . Otherwise, it chooses K ∈ {0, 1}

n return is
o AI and adds tuple (TI DS, SI D, Q I Dr , I Dr , K ) to list L1.

orgery At the end of training phase, adversary AI outputs
iphertext σ ∗

=
(
S∗

I Ds, W ∗

I Ds, K ∗
)

with I D∗
s and I D∗

r as
ender and receiver respectively. If I Ds ̸= I D∗ C aborts
he session. Otherwise, C submits an H2 query on

(
S∗

I D,

T = dr S∗

I Ds, I D∗
r , P∗

r

)
and H3 query on

(
S∗

I D, Rs, H∗, I D∗
r

)
o obtain another H∗ and H ′∗ respectively. AI will fail if any
f the hash values H∗ and H ′∗ or both are already defined in
he corresponding list. The validity of ciphertext ϕ I D∗

s will
etermine if the adversary AI wins the game or not.

Adversary AI will win the game if Eq. (1) holds

P = Q I D + H∗SI D + H ′∗ PI Ds (1)

sing forking lemma [9] we can obtain another equation

P = Q I D + H SI D + H ′ PI Ds (2)

nd subtract it from Eq. (1) to obtain

w∗
− wP

H∗ − H + H ′∗ − H ′
= (b + li + xs) P (3)

e can now recover value b as follows

=
w∗

− w

H∗ − H + H ′∗ − H ′
− (li + xs)

he value b is a solution to our DL problem, this means C can
use adversary A as a subroutine to obtain b from Q = bP .
I A
It is possible for C to obtain xs from public key query and can
therefore solve li .

Analysis The analysis is focused in the likelihood of the
following independent events:
E1 : Adversary AI does not choose to be challenged on I D∗

E2 : Adversary AI did ask private key query on I D∗

E3 : Adversary AI did replace public key and issued a partial
private key query on I D∗

E4 : Challenger C aborts in unsigncrypt query due to rejection
of a valid ciphertext.

The probability that Challenger C does not abort during this
game is

Pr [¬E1 ∧ ¬E4] =
1

q H0

(
1 −

qs(q H2 + q H3)
2k

)
.

Therefore,

Pr [C] ≥ ε
1

q H0

(
1 −

qs(q H2 + q H3)
2k

)
.

Lemma 2. Our scheme is EUF-CMA secure under ECDL
assumption in random oracle model. If there exists adversary
AI I with a non-negligible advantage ε that can compro-
mise authenticity property of our scheme, then there exists
algorithm C that can solve the ECDL problem with advantage

Pr [C] ≥ ε
1

q H0

(
1 −

qs(q H2 + q H3)
2k

)
.

Here, q H0, q H2 and q H3 are the maximum number of
ueries to H0, H2 and H3 queries respectively, while qs and qu

represent signcryption and unsigncrypt queries respectively.

Challenger C will use adversary AI I to solve (P, bP)
which is an instance of ECDL problem. Our adversary has
access to master secret key. C provides system params to our
adversary including Ppub = a P and Pi = λP where value λ

s unknown to C . Value a is the master secret key.

raining phase. This phase is similar to Theorem 2 Lemma 1.

orgery At the end of training phase, adversary AI I outputs
iphertext σ ∗

=
(
S∗

I Ds, W ∗

I Ds, K ∗
)

on with I D∗
s and I D∗

r not
enerated by Signcrypt query. If I DA ̸= I D∗, challenger C
borts the session. Otherwise, C submits H2 query on tuple
S∗

I D, T = dr S∗

I Ds, I D∗
r , P∗

r

)
to recover value H and H3 query

n
(
S∗

I D, Rs, H∗, I D∗
r

)
to obtain another H ′. Adversary AI I

ill fail if both H and H ′ values already exist in the respective
ist.

nalysis The analysis is focused in the likelihood of the
ollowing independent events:

E1 : Adversary AI I does not choose to be challenged on I D∗

E2 : Adversary AI I did ask private key query on I D∗

E3 : Adversary AI I aborts during the unsigncryption query as
a result of a rejected valid ciphertext during the simulation.

The rest of the analysis is similar to that of the analysis

section of Lemma 1.
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. Performance evaluation of the modified scheme

In this section, we analyze the performance of our proposed
ccess control scheme in comparison with schemes by WM [6]
As in [10] we adopt running time and energy consumption
n MICA2 mote equipped with ATmega128 8-bit processor
locked at 7.3728 MHz, 4 kB RAM and 128 kB ROM. In
ur quantitative analysis, we will only consider operations
ith high computation cost such point multiplication in G1
enoted as PM. From [11] , we know that a PM operation takes
.81 s on an elliptic curve with 160 bits p. The signcryption
lgorithm of WM [6] performs 3 PM and 6 PM in the un-
igncryption algorithm while our scheme takes 2 PM and 3 PM
n signcryption and un-signcryption respectively. Therefore,
he computational time of our modified scheme compared to
he scheme by WM [6] is as follows:

• Computation time for ciphertext generation and unsign-
cryption in WM [6] are 3 ∗ 0.81 = 2.43 s and 6 ∗ 0.81 =

4.86 s
• The computation time for ciphertext generation and un-

signcryption in our scheme is 2 ∗ 0.81 = 1.62 s and
3 ∗ 0.81 = 2.43 s respectively.

The computational time of our scheme is 33% more efficient
in signcryption and 50% more efficient in un-signcryption
compared to the scheme by WM [6] .

We have adopted the approach used in [12] and [11] to com-
pute energy consumption. Given the power level of MICA2
is 3.0 V and the data rate is 12.4 kbps, we assume that the
current draw in active mode is 8.0 mA, the transmitting mode
is 27 mA and the current draw for receiving mode is 10
mA [12] . According to [13] a point multiplication operation
consumes 3.0 ∗ 8.0 ∗ 0.81 = 19.44 mJ. The overall energy
computation cost of both signcryption and un-signcryption
in the schemes by WM [6] and our scheme is computed as
(3 + 6) ∗ 19.44 = 174.96 mJ and (2 + 3) ∗ 19.44 = 97.2 mJ
respectively. Therefore, our scheme has reduced the energy
computation cost by (174.96 − 97.2)/174.96 = 44%.

7. Conclusion

In this paper, we have demonstrated that certificateless sign-
cryption scheme proposed recently by [6] can be compromised
through public key replacement and further, we have proposed
how the scheme can be improved to prevent such kind attack
and presented a modified and efficient signcryption scheme.
We conclude that any other pairing-free signcryption scheme
with similar design will be vulnerable to the same attack.
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